This paper demonstrates a concept to detect bad data in state estimation when the leverage measurements are tampered with gross error. The concept is based on separating leverage measurements from non-leverage measurements by a technique called diagnostic robust generalized potential (DRGP), which also takes care of the masking or swamping effect, if any. The methodology then detects the erroneous measurements from the generalized studentized residuals (GSR). The effectiveness of the method is validated with a small illustrative example, standard IEEE 14-bus and 123-bus unbalanced network models and compared with the existing methods. The method is demonstrated to be potentially very useful to detect attacks in smart power grid targeting leverage points in the system.
